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DETAILED ACTION 

Response to Arguments 

1 . Applicant's arguments with respect to claims 1 - 25 have been considered but 
are moot in view of the new grounds of rejection. 

Claim Rejections - 35 USC § 103 

2. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

3. Claims 1 - 25 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Coss in view of Moir's US Publication 2002/0120720 A1 in view of Venkatachary, and 
further in view of Katz. 

4. Referring to claims 1 , 9, and 1 8, Coss discloses: 

a. Receiving state rules (column 4, lines 4-6). 

b. Forming a set of rules including at least one condition and one action 
(column 4, lines 30-34). 

c. Storing a set of rules in tabular form(column 4, lines 5-6). 

d. Receiving a network flow including a plurality of packets (column 6, lines 
29-30, Figure 5, element 501). 

e. Applying the state rules to the plurality of packets in the network flow 
(column 6, lines 18-21). 

f. Wherein the at least one action comprises instantiation of a rule for the 
network flow from the set of rules (column 4, line 48). 
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5. Coss does not explicitly disclose expressing rules in a text format and converting 
them into a binary format. However, Moir discloses receiving the rule file in text format 
and converting it into a binary format (page 6, paragraph 72). Coss and Moir are 
analogous art because they are from the same field of endeavor, rules. At the time of 
the invention, it would have been obvious to one of ordinary skill in the art, having the 
teachings of Coss and Moir before him or her, to modify the system of Coss to include 
the text to binary of Moir. The suggestion/motivation for doing so would have been so 
that the rules may be supported by the virtual machine (page 5, paragraph 58). 

6. Coss in view of Moir does not explicitly disclose there being a database of filters, 
where a specific filter is selected. However Venkatachary discloses a database of filters 
or rules (column 8, lines 16-17) and selecting a filter (column 8, lines 56-57). Coss in 
view of Moir and Venkatachary are analogous art because they are from the same field 
of endeavor, filtering. At the time of the invention, it would have been obvious to one of 
ordinary skill in the art, having the teachings of Coss in view of Moir and Venkatachary 
before him or her, to modify the method of Coss in view of Moir to include the database 
of filters of Venkatachary. The motivation fordoing so would have been to provide traffic 
sensitive routing (column 2, lines 21-22). 

7. Coss in view of Moir in view of Venkatachary does not explicitly disclose passing 
the definitions as a state machine. However, Katz discloses that state machines are 
critical for realizing the control and decision making logic in digital systems (page 383, 
2 nd paragraph). 
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8. Katz and Coss in view of Moir in view of Venkatachary are analogous art 
because they are from the same field of endeavor, digital systems. At the time of the 
invention, it would have been obvious to one of ordinary skill in the art, having the 
teachings of Coss in view of Moir in view of Venkatachary and Katz before him or her, to 
modify Coss in view of Moir in view of Venkatachary to include the state machine of 
Katz. The motivation for doing so would have been that state machines are critical for 
realizing the control and decision making logic in digital systems (page 383, 2 nd 
paragraph). 

9. Referring to claims 2, 3, 10, 1 1 , 19 and 20, Venkatachary teaches analyzing the 
application layer context (column 5, lines 60-62). 

1 0. Referring to claims 4, 12, and 21 , Coss teaches wherein the filter comprises a 
dynamic filter (column 8, lines 27-30). 

1 1 . Referring to claims 5, 1 3, 22, Coss teaches wherein the filter comprises a static 
filter (Figure 3). Static rules are defined in applicant's specification as a rule that applies 
to aggregate flows. In Figure 3, all flows from A to B of type FTP are Passed. 

12. Referring to claims 6,14, and 23, Coss teaches saving the result of the at least 
one action for use in a later executed rule (column 5, lines 40-42). It is noted that 
applicant argues that Coss does not teach saving the result of the at least one action for 
use in a later executed rule. However, Coss teaches that the results of the rule are 
stored in cache and that the results of the rule are then applied to a later received 
similar packet that would have used that same rule (column 5, lines 40-50). 
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13. Referring to claim 7, Katz teaches that the state is maintained based on the state 
table (page 385). Coss teaches maintaining a state table of saved results (column 5, 
lines 38-55). Therefor Coss in view of Katz teaches maintaining an expected state 
utilizing the saved results. 

14. Referring to claims 8, 16, and 25, Coss teaches activating a rule (column 8, lines 
13-15). Referring to claims 15, and 24, Coss teaches deactivating a rule (column 8, 
lines 36-38). 

1 5. Referring to claim 1 7, Coss teaches maintaining a state table for the network flow 
(column 5, lines 38-55). 



Conclusion 

16. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to CORDELIA KANE whose telephone number is 
(571 )272-7771 . The examiner can normally be reached on Monday - Thursday 8:00 - 
5:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. 

10. K.I 

Examiner, Art Unit 2432 
/Gilberto Barron Jr/ 

Supervisory Patent Examiner, Art Unit 2432 



